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(57) ABSTRACT

According to an aspect of the present invention, a method of
operating a NE network node of a communication network is
provided, the network node being connected via the commu-
nication network to at least one user device. The method
comprises: receiving a request at the NE network node to
carry outa MDT measurement for one of the at least one user
device; determining, at the NE network node, whether carry-
ing out the MDT measurement or processing or reporting a
result of the MDT measurement requires a user consent,
based on data of a MDT privacy matrix; determining, at the
NE network node, whether a consent indicator which is
assigned to the user device indicates allowance to carry out
the MDT measurement, or indicates allowance of processing
or reporting the result of the MDT measurement if the MDT
privacy matrix indicates that a user consent is necessary; and
carrying out the MDT measurement at the NE network node
and/or processing the result of the MDT measurement and/or
reporting the result of the MDT measurement to a further
network node of the communication network if the consent
indicator indicates that the MDT measurement can be carried
out or the result of the MDT measurement can be processed or
reported.

22 Claims, 9 Drawing Sheets
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1
METHOD FOR HANDLING USER CONSENT
FOR MDT DATA COLLECTION

TECHNICAL FIELD

The present invention relates generally to Minimization of
Drive Testing (MDT), and more particularly relates to a
method and apparatus for reporting MDT measurements
based upon a predefined MDT privacy matrix.

BACKGROUND

Drive testing has been used as a method to measure and
assess network coverage and capacity for network optimiza-
tion. Drive testing involves the use of a motor vehicle that
moves throughout a wireless coverage area while equipped to
record a variety of measurements in a wireless communica-
tion network, and/or to submit dummy data to the network so
that measurements may be performed by the network.

More recently, so-called “Minimization of Drive Testing”
(MDT) efforts have been initiated to minimize such drive
testing, as such testing has some inherent inefficiency includ-
ing fuel consumption and carbon emissions. Additionally,
drive testing utilizes dummy data, which is less useful than
actual user data. Through MDT efforts, individual mobile
stations are used to harvest measurements that would other-
wise be obtained or facilitated by a drive tester.

A standardized solution exists for Minimization of Drive
Test (MDT) data collection as specified in 3GPP TS 32.422
and related specifications in a cellular system which has a
management architecture as shown in FIG. 1 (from 3GPP TS
32.101). MDT is specified for Universal Mobile Telecommu-
nication System (UMTS) and Long Term Evolution (LTE)
systems in 3GPP.

The data collection for MDT functions is ordered over the
Itf-N interface (see interface number 2 in FIG. 1) from a
Network Manager (NM) to a Domain Manager/Element
Manager (DM/EM), which in its turn orders the Network
Element (NE) to perform the MDT data collection according
to the request coming from the NM. The MDT data collection
can be ordered from NM using the trace functionality as
specified in TS 32.422. The MDT data collection can be
ordered for a specific subscriber or terminal, identified by
IMSVIMEI (also called “signaling based MDT trace™) or for
a specific area, i.e., set of cells (also called “area based MDT”
or “management based trace”).

As some of the data collected during an MDT session may
be sensitive from a privacy point of view, a user consent
indicator is configured per subscriber in the Horne Subscriber
Server (HSS) or Home Location Register (HLR). The user
consent indicator is propagated in the signaling control chain
(interface 6 in FIG. 1) to the NE (in case of signaling based
MDT trace) or via the management interface from DM to the
NE (interface 1 in FIG. 1), (in case of management based
MDT). The NE carries out the selection of UEs that should
participate in the MDT data collection.

When a MDT data collection order (trace order configura-
tion) is received in the NE, it checks for sessions that fulfill the
criteria from the MDT order. When such a session is found,
the NE checks the user consent indicator for that session.
Only ifthe user consent is set to permit measurements is MDT
collection allowed, and the NE starts the MDT data collection
for that session.

There are different types of MDT, including the following:
(1) Area based MDT: The MDT order is for a specified area
typically for a cell or list of cells.
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(2) Signaling based MDT: The MDT order is for a specified
user (IMSI) or User Equipment (UE identified by IMEI(SV)).
(3) Logged MDT: The MDT data collection is done for UEs
that are in idle mode.

(4) Immediate MDT: The MDT data collection is done for
UEs that are in active mode.

Types 1 and 2 are mutually exclusive, as are types 3 and 4.
However, type 1 may be combined with type 3 or 4, and
similarly type 2 may be combined with type 3 or 4.

There can be several user functions on the NM that uses
MDT data collection (e.g., automated functions for finding
coverage holes, statistic collection functions, advanced fault
localization functions). Some of them make the collected data
accessible to 3rd party tools and/or humans.

The current standard solution of user consent and privacy
handling for MDT measurement collection is based on the
one bit user consent indicator stored as part of subscription
data in HSS or HLR. This one bit indicator is sent to the
network when the UE establishes connection and it is used by
the network to decide whether the given UE is eligible for
MDT data collection or not.

The one bitindicator does not allow making any distinction
regarding the need for user consent depending on the type of
data that is collected, on the use case for which the data is
collected, on the differences in operator policy or local regu-
lations in user privacy handling. That s, always the worst case
has to be assumed when setting the user consent indicator,
i.e., that even privacy sensitive data might be collected (e.g.,
GPS coordinates). This results in a conservative setting of the
user consent indicator, which limits data collection and use
cases based on MDT, and limits the value of'the user functions
built on MDT data.

SUMMARY

According to an aspect of the present invention, a method
of operating a Network Element (NE) network node of a
communication network is provided, the network node being
connected via the communication network to at least one user
device. The method comprises receiving a request at the NE
network node to carry out a MDT measurement for one of the
at least one user device. The method further comprises deter-
mining, at the NE network node, whether carrying out the
MDT measurement or processing or reporting a result of the
MDT measurement requires a user consent, based on data of
a MDT privacy matrix. The method further comprises deter-
mining, at the NE network node, whether a consent indicator
which is assigned to the user device indicates allowance to
carry out the MDT measurement, or indicates allowance of
processing or reporting the result of the MDT measurement if
the MDT privacy matrix indicates that user consent is neces-
sary. The method also comprises carrying out the MDT mea-
surement at the NE network node and/or processing the result
of the MDT measurement and/or reporting the result of the
MDT measurement to a further network node of the commu-
nication network if the consent indicator indicates that the
MDT measurement can be carried out or the result of the
MDT measurement can be processed or reported.

The privacy matrix may also be referred to as privacy
indicator matrix.

The method may further comprise not carrying out the
MDT measurement, or carrying out the MDT measurement,
however not processing or reporting a result of the MDT
measurement to the further network node if the consent indi-
cator indicates that the MDT measurement cannot be carried
out or that the result of the MDT measurement cannot be
processed or reported.
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An advantage of such a method is that it is possible to
implement any privacy management policy in an operator’s
network with regards to collection of MDT data. Thereby, it
becomes possible to consider the type of data that is collected,
the use case for which the data is collected, the country
specific and operator specific data privacy policies. The solu-
tion provides a backward compatible extension (i.e., the one
bit user consent indicator is preserved and extended with the
privacy matrix).

The communication network may comprise at least one
Network Manager (NM) network node, and at least one
Domain Manager (DM) network node, wherein the at least
one NM network node is connected to the at least one DM
network node, and the at least one DM network node is
connected to the NE network node.

The MDT privacy matrix may be transferred from one of
the at least one NM network node to the NE network node. In
this way, the MDT privacy matrix can be generated and dis-
tributed in a transparent, centralized manner.

The consent indicator assigned to the user device may be
transferred from a consent network node storing consent indi-
cators for the at least one user devices to the NE network
node, or may be transferred from the user device to the NE
network node. In this way, it is possible to decouple consent
indicator information and MDT privacy matrix information
from each other which ensures privacy.

The result of the MDT measurement may be sent from the
NE network node to the NM network node. In this way, results
of'the MDT measurements can be processed and handled in a
transparent, centralized manner.

The MDT privacy matrix may be transferred from one of
the at least one NM network node to the NE network node via
one of the at least one DM network node, wherein the result of
the MDT measurement is sent from the NE network node to
the NM network node via one of the at least one DM network
node.

The method may further comprise: receiving a request at
the NE network node to carry out a plurality of MDT mea-
surements for the user device; based on the MDT privacy
matrix, determining a first set of MDT measurements for
which user consent is required, and a second set of MDT
measurements for which user consent is not required; includ-
ing, if the consent indicator indicates that the user device user
allows to carry out MDT measurements and to process/report
aresult of the MDT measurements, the first set and the second
set of MDT measurements into a MDT reporting set assigned
to the user device; including, if the consent indicator indicates
that the user device user does not allow to carry out MDT
measurements or does not allow to process/report the result of
the MDT measurements, only the second set of MDT mea-
surements the MDT reporting set; and transmitting the MDT
reporting set to the further network node. In this way, all MDT
measurements can be carried out in advance which increases
the responding time when MDT measurements are actually
requested from the NM network node.

The MDT privacy matrix may comprise at least one pair of
a MDT measurement entry which indicates a MDT measure-
ment to be carried out, and a consent indicator entry which
indicates whether the MDT measurement requires user con-
sent or not.

Each MDT measurement entry of the MDT privacy matrix
may comprise an arbitrary number of data units. For example,
it may comprise at least one of the following data units:
information specitying how the MDT measurement is to be
carried out, and information specifying how the collected
data is intended to be used or processed.
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A variety of already existing network functionality may be
used in order to provide the MDT privacy matrix from the NM
network node to the NE network node. For example, this may
be done via an Itf interface and during a configuration process
of the NE network node using Configuration Management
IRP. The MDT privacy matrix may also be provided as a part
of ENBFunction Information Object Class, IOC, information
or of a RncFunction IOC information or of a SgsnFunction
10C information or of a MmeFunction IOC information
which is transferred from the NM network node to the NE
network node via the Itf interface, respectively. Further, the
MDT privacy matrix may be provided from the NM network
node to the NE network node via an Itf interface and as a part
of'the request received at the NE network node to carry out the
MDT measurement using Trace IRP.

The user device may for example be a wireless terminal
wirelessly connected to the NE network node. However, also
terminals connected to the NE network node by cable may be
used.

According to an aspect of the present invention, a method
of'operating a NM network node of a communication network
is provided, the network node being connected via the com-
munication network to a NE network node, the NE network
node being connected to at least one user device. The method
comprises: receiving or generating, at the NM network node,
a MDT privacy matrix indicating whether carrying out a
MDT measurement or processing or reporting a result of the
MDT measurement for a user device requires a user consent.
The method further comprises transmitting the MDT privacy
matrix to the NE network node and receiving MDT measure-
ment data for the user device collected by the NE network
node based on data of the MDT privacy matrix and based on
a consent indicator assigned to the user device which indi-
cates allowance to carry out the MDT measurement, and/or
indicates allowance of processing or reporting the result of
the MDT measurement to the NM network node.

According to an aspect of the present invention, a method
of operating a communication network comprising a NM
network node and a NE network node is provided, the NM
network node being connected via the communication net-
work to the NE network node, and the NE network node being
connected to at least one user device. The method comprises:
receiving or generating, at the NM network node, a MDT
privacy matrix indicating whether carrying out a MDT mea-
surement or processing or reporting a result of the MDT
measurement for a user device requires a user consent; trans-
mitting the MDT privacy matrix to the NE network node;
receiving a request at the NE network node to carry out a
MDT measurement for one of the at least one user devices;
determining, at the NE network node, whether carrying out
the MDT measurement or processing or reporting a result of
the MDT measurement requires a user consent, based on data
of the MDT privacy matrix; determining, at the NE network
node, whether a consent indicator which is assigned to the
user device indicates allowance to carry out the MDT mea-
surement, or indicates allowance of processing or reporting
the result of the MDT measurement if the MDT privacy
matrix indicates that a user consent is necessary; carrying out
the MDT measurement at the NE network node and/or pro-
cessing the result of the MDT measurement and/or reporting
the result of the MDT measurement to the NM network node
if the consent indicator indicates that the MDT measurement
can be carried out or the result of the MDT measurement can
be processed or reported.

The method may further comprise not carrying out the
MDT measurement, or carrying out the MDT measurement,
however not processing or reporting a result of the MDT
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measurement to the NM network node if the consent indicator
indicates that the MDT measurement cannot be carried out or
that the result of the MDT measurement cannot be processed
or reported.

The method may further comprise: receiving a request at
the NE network node to carry out a plurality of MDT mea-
surements for the user device; based on the MDT privacy
matrix, determining a first set of MDT measurements for
which user consent is required, and a second set of MDT
measurements for which user consent is not required; includ-
ing, if the consent indicator indicates that the user device user
allows to carry out MDT measurements and to process/report
aresult of the MDT measurements, the first set and the second
set of MDT measurements into a MDT reporting set assigned
to the user device; including, if the consent indicator indicates
that the user device user does not allow to carry out MDT
measurements or does not allow to process/report the result of
the MDT measurements, only the second set of MDT mea-
surements the MDT reporting set; and transmitting the MDT
reporting set to the NM network node.

According to an aspect of the present invention, a computer
program product is provided comprising program code por-
tions for performing the steps of any one of the embodiment
of'the present invention when the computer program product
is executed on one or more computing devices.

The computer program product may be stored on a com-
puter-readable recording medium.

According to an aspect of the present invention, a NE
network node of a communication network is provided, the
network node being connectable via the communication net-
work to at least one user device. The NE network node com-
prises: a receiving unit configured to receive a request at the
NE network node to carry out a MDT measurement for one of
the at least one user devices; a processing unit connected to
the receiving unit and configured to determine whether car-
rying out the MDT measurement or processing or reporting a
result of the MDT measurement requires a user consent,
based on data of a MDT privacy matrix, the processing unit
being further configured to determine whether a consent indi-
cator which is assigned to the user device indicates allowance
to carry out the MDT measurement, or indicates allowance of
processing or reporting the result of the MDT measurement if
the MDT privacy matrix indicates that a user consent is nec-
essary; a measurement unit connected to the processing unit
and configured to carry out the MDT measurement and/or to
process the result of the MDT measurement and/or report the
result of the MDT measurement to a further network node of
the communication network if the consent indicator indicates
that the MDT measurement can be carried out or the result of
the MDT measurement can be processed or reported; and a
sending unit configured to send the result of the MDT mea-
surement to the further network node of the communication
network.

The measurement unit may be further configured to not
carry out the MDT measurement, or carry out the MDT
measurement, however not process or report a result of the
MDT measurement to the further network node if the consent
indicator indicates that the MDT measurement cannot be
carried out or that the result of the MDT measurement cannot
be processed or reported.

According to an aspect of the present invention, a NM
network node of a communication network is provided, the
NM network node being connectable via the communication
network to a NE network node. The NM network node com-
prises: a transmitting unit configured to transmit a MDT
privacy matrix generated or received at the NM network node
to the NE network node, the MDT privacy matrix indicating
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whether carrying out a MDT measurement or processing or
reporting a result of the MDT measurement for a user device
requires a user consent; and a receiving unit configured to
receive MDT measurement data for the user device collected
by the NE network node based on data of the MDT privacy
matrix and based on a consent indicator assigned to the user
device which indicates allowance to carry out the MDT mea-
surement, and/or indicates allowance of processing or report-
ing the result of the MDT measurement to the NM network
node.

According to one or more embodiments, a method of
reporting MDT measurements to a NM network node in a
wireless communication network is disclosed, with the
method being implemented by a NE network node. The NE
network node obtains a consent indicator and a predefined
MDT privacy matrix for a reporting wireless terminal. Based
on the privacy matrix, the NE network node determines a first
set of MDT measurements for which user consent is required,
and a second set of MDT measurements for which user con-
sent is not required. If the consent indicator indicates that the
reporting wireless terminal authorizes full MDT reporting,
the NE network node includes the first and second sets of
MDT measurements in a MDT reporting set for the wireless
terminal. If the consent indicator indicates that the reporting
wireless terminal prohibits full MDT reporting, the NE net-
work node includes only measurements from the second set
of MDT measurements in the MDT reporting set.

In the same or another embodiment, the NE network node
generates an MDT report that includes MDT measurement
values for the various measurements in the MDT reporting
set, and transmits the MDT report to the NM network node.

In one embodiment the obtaining includes receiving the
consent indicator from one of a Home Subscriber Server
(HSS) or a Home Location Register (HLR), and receiving the
predefined MDT privacy matrix from the NM network node.
In the same or another embodiment, the predefined MDT
privacy matrix is received from the NM network node via a
Trace Job message or a MDT Configuration Management
Information Object Class (I0OC) message (e.g., through an
Itf-N interface). Thus, in these embodiments, the privacy
matrix can be configured in the NE network node as a node
configuration or as a trace configuration.

In one example embodiment, the wireless communication
network is a UMTS network, and the NE is a Radio Network
Controller (RNC) or a Serving GPRS Support Node (SGSN).
In another example embodiment, the wireless communica-
tion network is a Long Term Evolution (LTE) network, and
the NE network node is an eNodeB or a Mobility Manage-
ment Entity (MME). A corresponding NE network node
operative to implement one or more of the embodiments of
the method described above is also disclosed.

The configurable MDT privacy matrix specifies for the
whole network for what MDT measurements user consent is
required and for what measurements user consent is not
required. The user consent indicator is then used by the NE
network node only to verify whether measurements requiring
user consent are permitted. The privacy matrix can be set
according to the operator policy, the use case for which data is
collected, etc., and it can be downloaded to the network
elements either with node configuration or with the MDT
trace configuration, for example.

BRIEF DESCRIPTION OF THE DRAWINGS

Of course, the present invention is not limited to the above
features and advantages. Indeed, those skilled in the art will
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recognize additional features and advantages upon reading
the following detailed description, and upon viewing the
accompanying drawings.

FIG. 1 is a block diagram of one embodiment of an
example MDT architecture.

FIG. 2 illustrates an example privacy matrix distribution
via a Trace IRP on the Itf-N interface.

FIG. 3 illustrates an example privacy matrix distribution
via CM IRP on the Itf-N interface.

FIGS. 4a-b illustrate MDT example privacy matrix pro-
cessing methods.

FIG. 5 is a block diagram of a NE network node and a NM
network node.

FIG. 6 illustrates an example method of reporting MDT
measurements to a Network Manager node in a wireless
communication network.

FIG. 7 illustrates the hardware of an example NE network
node.

FIG. 8 illustrates an implementation of the method of FIG.
6.

FIG. 9 illustrates an example method of operating a NE
network node.

FIG. 10 illustrates an example method of operating a NM
network node.

FIG. 11 illustrates an example method of operating a com-
munication network comprising a NM network node and a
NE network node.

FIG. 12 illustrates an example NE network node.

FIG. 13 illustrates an example NE network node.

DETAILED DESCRIPTION

In the following description, for purposes of explanation
and not limitation, specific details are set forth, such as spe-
cific device and system configurations and specific methods,
steps and functions, in order to provide a thorough under-
standing of the technique presented herein. It will be appre-
ciated that this technique may be practiced in other embodi-
ments that depart from these specific details.

Those skilled in the art will further appreciate that the
methods, steps and functions described herein may be imple-
mented using individual hardware circuitry, using software
functioning in conjunction with a programmed microproces-
sor or general purpose computer, using one or more Applica-
tion Specific Integrated Circuits (ASICs), one or more DSPs
and/or one or more Field Programmable Gate Arrays (FP-
GAs). It will also be appreciated that the technique disclosed
herein may be embodied in a processor and a memory
coupled to the processor, wherein the memory stores one or
more programs that perform the methods, steps and functions
described herein when executed by the processor.

FIG. 9 shows an embodiment of a method of operating a
NE network node of a communication network, the network
node being connected via the communication network to at
least one user device. At S1, a request is received at the NE
network node to carry out a MDT measurement for one of the
at least one user device. At S2, it is determined, at the NE
network node, whether carrying out the MDT measurement
or processing or reporting a result of the MDT measurement
requires a user consent, based on data of a MDT privacy
matrix. At S3 it is determined, at the NE network node,
whether a consent indicator which is assigned to the user
device indicates allowance to carry out the MDT measure-
ment, or indicates allowance of processing or reporting the
result of the MDT measurement if the MDT privacy matrix
indicates that a user consent is necessary. At S4, the MDT
measurement is carried out at the NE network node and/or
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processing the result of the MDT measurement and/or report-
ing the result of the MDT measurement to a further network
node of the communication network if the consent indicator
indicates that the MDT measurement can be carried out or the
result of the MDT measurement can be processed or reported.

FIG. 10 shows an embodiment of a method of operating a
NM network node of a communication network, the network
node being connected via the communication network to a
NE network node, the NE network node being connected to at
least one user device. At S1, at the NM network node, a MDT
privacy matrix is received or generated indicating whether
carrying out a MDT measurement or processing or reporting
a result of the MDT measurement for a user device requires a
user consent. At S2, the MDT privacy matrix is transmitted to
the NE network node. At S3, MDT measurement data is
received for the user device collected by the NE network node
based on data of the MDT privacy matrix and based on a
consent indicator assigned to the user device which indicates
allowance to carry out the MDT measurement, and/or indi-
cates allowance of processing or reporting the result of the
MDT measurement to the NM network node.

Based on the embodiments shown in FIGS. 9 and 10, an
embodiment of a method of operating a communication net-
work comprising a NM network node and a NE network node
is provided which is shown in FIG. 11, the NM network node
being connected via the communication network to the NE
network node, and the NE network node being connected to at
least one user device. At S1, at the NM network node, a MDT
privacy matrix is received or generated, indicating whether
carrying out a MDT measurement or processing or reporting
a result of the MDT measurement for one of the at least one
user devices requires a user consent. At S2, the MDT privacy
matrix is transmitted to the NE network node. At S3, a request
is received at the NE network node to carry out a MDT
measurement for one of the at least one user devices. At S4, at
the NE network node, it is determined whether carrying out
the MDT measurement or processing or reporting a result of
the MDT measurement requires a user consent, based on data
of'the MDT privacy matrix. At S5, it is determined at the NE
network node whether a consent indicator which is assigned
to the user device indicates allowance to carry out the MDT
measurement, or indicates allowance of processing or report-
ing the result of the MDT measurement if the MDT privacy
matrix indicates that a user consent is necessary. At S6, the
MDT measurement is carried out at the NE network node
and/or processing the result of the MDT measurement and/or
reporting the result of the MDT measurement to the NM
network node if the consent indicator indicates that the MDT
measurement can be carried out or the result of the MDT
measurement can be processed or reported.

In order to carry out the method described in FIGS. 9 and
11, a NE network node 306 as shown in FIG. 12 may be used.
The network node 306 is connectable via the communication
network to atleast one user device. The NE network node 306
comprises a receiving unit 400 configured to receive a request
at the NE network node to carry out a MDT measurement for
one of the at least one user devices. The NE network node 306
further comprises a processing unit 402 connected to the
receiving unit 400 and configured to determine whether car-
rying out the MDT measurement or processing or reporting a
result of the MDT measurement requires a user consent,
based on data of a MDT privacy matrix, the processing unit
402 being further configured to determine whether a consent
indicator which is assigned to the user device indicates allow-
ance to carry out the MDT measurement, or indicates allow-
ance of processing or reporting the result of the MDT mea-
surement if the MDT privacy matrix indicates that a user
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consent is necessary. Further, the NE network node 306 com-
prises a measurement unit 404 connected to the processing
unit 402 and configured to carry out the MDT measurement
and/or to process the result of the MDT measurement and/or
report the result of the MDT measurement to a further net-
work node of the communication network if the consent
indicator indicates that the MDT measurement can be carried
out or the result of the MDT measurement can be processed or
reported. Also, a sending unit 406 connected to the measure-
ment unit 404 and configured to send the result of the MDT
measurement to the further network node of the communica-
tion network is provided.

In order to carry out the method described in FIGS. 10 and
11, a NM network node 308 as shown in FIG. 13 may be used.
FIG. 13 shows a NM network node 308 of a communication
network, the NM network node 308 being connectable via the
communication network to a NE network node 306. The NM
network node comprises a transmitting unit 410 configured to
transmit a MDT privacy matrix generated or received at the
NM network node 308 to the NE network node 306, the MDT
privacy matrix indicating whether carrying out a MDT mea-
surement or processing or reporting a result of the MDT
measurement for one of the at least one user devices requires
a user consent. The NM network node 308 further comprises
areceiving unit 412 configured to receive MDT measurement
data for the user device collected by the NE network node 306
based on data of the MDT privacy matrix and based on a
consent indicator assigned to the user device which indicates
allowance to carry out the MDT measurement, and/or indi-
cates allowance of processing or reporting the result of the
MDT measurement to the NM network node 308.

The communication network comprising the NE network
node 306 and the NM network node 308 may have the struc-
ture as shown in FIG. 1.

Referring to FIG. 1, an example MDT architecture is
shown. In one or more embodiments, the “Organizations” are
network operators, the “Enterprise Systems™ are business
systems (e.g., advertising, billing, inventory, etc.) that are
related to OAM (Operations and Management). In these one
or more embodiments, the NM network nodes 308 corre-
spond to a network operation center where OAM is per-
formed. The DM nodes are computers that manage network
components, such as several Radio Network Controllers
(RNCs) or eNodeBs. The EMs (shown in dotted lines) may be
part of a DM node or a NE network node 306, and are used to
process received commands (e.g. from the NM network node
308 or from an operator technician). One or more wireless
terminals (WTs) 312 are in communication with the NE net-
work nodes 306.

A privacy matrix is used by the NM network nodes 308 to
indicate for each MDT measurement (or for group of MDT
measurements per category) whether the collection of that
measurement requires user consent in that particular network
or in that particular MDT trace job (privacy indicator=1) or
the measurement can be collected even without user consent
(privacy indicator=0).

In the simplest case the privacy matrix may have the format
of below Table 1. (In a particular realization of the privacy
matrix, there may be only one entry for a group of measure-
ments that have the same privacy implications.) Similarly in a
particular realization, the privacy matrix may include an entry
for only those measurements that require user consent and the
ones not included in the matrix, it would implicitly mean
there is no need for user consent. Thus, based on the privacy
matrix, the NE network node 306 determines a first set of
MDT measurements for which user consent is required, and a
second set of MDT measurements for which user consent is
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not required (and the first set may be explicitly indicated in
the matrix or may be implicitly determined from the matrix).

TABLE 1

Privacy indicator
(0: user consent not needed)

MDT measurement (1: user consent needed)

M1: (RSPP/RSRQ) 0
M2: (SINR) 0
M3: (scheduled 0
throughput)

M4: (transmitted 0
volume)

MS5: (GPS reporting) 1

The privacy matrix can be provided over Itf-N either as part
of Configuration Management (CM) IRPs (Integration Ref-
erence Points) or as part of MDT trace configuration IRP and
then propagated to NE network nodes 306 (see FIG. 1).

The network element (e.g., eNodeB, RNC, SGSN, MME)

may perform the following steps before activating an MDT
measurement collection for a particular UE:
For each UE in the cell (in case of management based MDT)
or for the selected UE (in case of IMSI/IMEI(SV) based
MDT) it checks for each measurement Mx that are requested
in the MDT trace configuration:

FOR EACH UEy:

FOR EACH Measurement Mx in the MDT Trace configu-

ration:

IF (privacylndicator(Mx)==1 AND userConsent(UEy)
=1) OR privacylndicator(Mx)=0 THEN Start mea-
surement Mx for that UE

ELSE DO NOT Start measurement Mx for UEy

A possible realization of this approach is described in more
detail in FIGS. 4A and 4B.

InFIG. 4A, at S1, a MDT privacy matrix is generated (e.g.
ata NM network node 308) and sent to all NE network nodes
306 (this may be carried out by functionality 500 in FIG. 5).
At S2, at all NE network nodes which received the MDT
privacy matrix store the MDT privacy matrix (this may be
carried out by functionality 502 in FIG. 5).

After the processes described in FIG. 4A have been carried
out, the following method, as shown in FIG. 4B, may be
adopted: At S1, a MDT trace job is initiated, e.g. at a NM
network node 308, and a corresponding trace job request is
sent to all NE network nodes 306 (this may be carried out by
functionality 504 in FIG. 5). At S2, it is determined which NE
network nodes 306 are addressed by the MDT trace job.
Depending thereon, at S3 to S8, for each NE network node
306 addressed in the MDT trace job, the corresponding
allowed MDT measurements out of the measurements
requested by the MDT trace job are determined. At S4 and S5,
it is determined for each measurement for an addressed UE
whether a user consent is required, based on the MDT privacy
matrix. If the user consent is required for a measurement
according to the MDT privacy matrix, but user consent is not
given by the UE, then at S6 it may be determined that the UE
cannot be selected for MDT measurements in general. Alter-
natively, if the user consent is required for a measurement
according to the MDT privacy matrix, but user consent is not
given by the UE, it may be determined at S7 that only this
measurement cannot be carried out for the UE, but other
measurement could. At 89, the MDT measurements accord-
ing to the determinations done at S4 to S8 are carried out for
the UE. At S10 it is ensured that this determination is done for
UEs (S2 to S10 may be carried out by functionality 506 in
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FIG. 5). The results of the measurements may be reported
back to the NM network node 308 (this may be carried out by
functionality 508 in FIG. 5), where they can be further pro-
cessed (this may be carried out by functionality 510 in FIG. 5)

In an extended embodiment the privacy matrix may be
extended with further parameters (of arbitrary number and
kind) that can consider further aspects of the data collection,
which may influence whether user consent is needed for the
collection or not. For example, one important aspect of the

12

sent and the MDT trace job requests measurements that are
subject to user consent: a UE which has not given user consent
may not be selected at all for MDT, or it may be selected but
with collection of only those measurements that are not sub-
jectto user consent (according to the privacy matrix). (See the
two alternatives in the flow chart in FIGS. 4a-b shown as “UE
is not eligible for MDT” vs. “Measurement Mx cannot be
collected for the UE”).

The privacy matrix may equally be applied for logged and

data collection could be whether unique UE identifiers are ' for immediate MDT measurements, i.e., the matrix may
associated with the data or whether an automated function in include entries both for logged and for immediate MDT mea-
the network or inthe OAM system collects the data (i.e., a Self surgmgng. here Matrix is Received Via CM IRP
Organized Network (SON) function) or the operator’s staff It I\IIn odiment where Matrix 1s Recetved Via on
collects the data. A SON configuration is an automated con- 15 t i bodi he ori .
figuration in which MDT measurement data is not exposed to . dn done or énore %m odiments, eCprlgacy matrlles pro-
network operator human employees (and therefore may vide ESN?O © C?I} I\quraéloﬁrll 1;151ng on guéatlorlll I\?élage-
impose lower privacy requirements). The unique UE identi- menlz( d) ;\(/)e;r - Zn rt g énrolpa%ite fo the  het-
fiers may include an International Mobile Subscriber Identity WO{ ;o el ab ’ ggcgr ng to it b t @ ?Itl IEI\tIBe;an?Cy
(IMSI) or International Mobile Equipment Identify Software matrix could be added as a new attribute to the unction
Version (IMEI SV), for example. 20 Information Object Class (IOC) in 3GPP TS 32.762, to the
When the MDT data may be accessible by humans (not a i)néFunctlon, to the SgsnFunction and to the MmeFunction
SON configuration), a more strict privacy policy may apply. S . . . .
Another aspect that may influence the need of user consent h The mg(ilegefd privacy matrix may have either the baseline or
could be whether location coordinates are associated with the 25 the extended format.
measurements or not. The specific privacy policy can advan-
tageously be customized based on the local privacy laws of a
countrv | hich the . Support Read
ry in which the MDT measurements are being recorded. Attribute name Qualifier  Qualifier  Write Qualifier
An example of the extended privacy matrix is shown below
in Table 2. Id M M —
30 intraANRSwitch ™M M M
iRATANR Switch M M M
TABLE 2 eNBId M M —
x2BlackList CM M M
Privacy x2WhiteList CM M M
indicator x2HOBIlackList CM M M
Use case (0: user 35 x2IpAddressList e} M —
(SON consent not tceIDMappingInfol.ist CM M M
IMSIVIMEI(SV)  or operator’s needed) mdtPrivacylndicatorMatrix
MDT collected staff (1: user
measurement (yes/no) collection)  consent needed)
VT (RSPDRSRQ) Son 5 Similarly, the privacy matrix may be introduced as an
H no . . .
M1 (RSPP/RSRQ) yes SON 0 40 attribute to the RncFunction IOC in 3GPP TS 32.642.
M1: (RSPP/RSRQ) yes Operator 1
M2: (SINR) — — 0
M3: (scheduled — — 0 Support Read
throughput) Attribute name Qualifier Qualifier ~ Write Qualifier
M4: (transmitted — — 0
volume) 45 id M M —
MS5: (GPS — — 1 intraANR Switch M M M
reporting) iRATANR Switch CM M M
. mec M M M
mnec M M M
rneld M M M
In case of the extended privacy matrix, before a NE initiates 50 siptoSupported M M —
an MDT measurement collection for a particular UE, itneeds ~ feelDMappingInfoList M M M

to check also the further conditions of the measurement col-
lection, i.e., whether IMSI/IMEI(SV) is associated or not and
for which use the data is collected (automated SON function,
another user function or operator’s staff). These further con-
ditions of the measurement collection (i.e., IMSI/IMEI(SV)
presence and use case) would need to be signaled in the MDT
TraceJob configuration. As shown in Table 2, there may be
multiple entries in the privacy matrix for a single measure-
ment (e.g., the multiple entries for M1) so that the various
matrix criteria may be applied. The IMSI/IMEI column may
indicate whether a MDT measurement collection is allowed
with/without user consent when a UE identity, i.e., IMSI/
IMEI is to be collected together with measurement MDT
data.

During the selection process there may be two alternative
embodiments for handling UEs that have not given user con-
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mdtPrivacylndicatorMatrix

The privacy indicator attribute would need to be added to
also SgsnFunction IOC and MmeFunction IOC in 3GPP TS
32.632 and in 32.752, respectively.

Support Read
Attribute name Qualifier Qualifier ~ Write Qualifier
sgsnFunctionld + M M
userLabel + M M
mecList + M M
muncList + M M
lacList + M M
racList + M M
sacList + M M
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-continued
sgsnld + M M
sgsnFunction-GsmCell + M M
sgsnFunction- + M M
ExternalGsmCell
procedural Status (Note) % (@) —
sgsnFunction-SgsnPool (@) M
nriList M M
mdtPrivapyIndicatorMatrix
Support Read
Attribute name Qualifier Qualifier ~ Write Qualifier
Id M M —
pLMNIdList M M —
mMEC M M —
mMEPool M M —

mdtPrivacylndicatorMatrix

Thus, in these embodiments, the configuration of the
matrix is done over [tf-Nusing the Basic CM IRP or Bulk CM
IRP and the corresponding object defining IRPs (e.g., E-UT-
RAN NRM IRP, UTRAN NRM IRP, EPC NRM IRP, CN
NRM IRP, etc.).

Embodiment where Matrix is Received Via Trace IRP on
Itf-N

In one or more other embodiments, the privacy matrix is
added over Itf-N as a new attribute e.g. to the TraceJob in TS
32.422.

In case the privacy matrix is signaled as part of the trace
job, it may be sufficient to support only the baseline matrix
format, since a different matrix may be signaled per job,
where the scenario specific aspects of the particular data
collection job can be taken into account (i.e., whether IMSI/
IMEI is collected or whether operator or SON function col-
lects the data). Thereby it becomes unnecessary to signal such
scenario specific details as part of the trace job configuration.

Attribute name Support Qualifier
traceReference M
listOfInterfaces (¢]
listOfNeTypes CM
traceDepth CM
traceTarget M
triggeringEvent CM
traceCollectionEntityAddress M
jobType M
listOfMeasurements CM
reportingTrigger CM
reportInterval CM
reportAmount CM
eventThreshold CM
loggingInterval CM
loggingDuration CM
mdtAreaScope CM

mdtPrivacyIndicatorMatrix

FIG. 5 is a block diagram of a NE network node 306 and a
NM network node 308. The “NM Applications” shown in
FIG. 5 could include a network operation center, connections
between vendor domain managers (e.g., where different enti-
ties provide different components of a wireless communica-
tion network), etc.

Referring now to FIG. 6, an exemplary method 100 of
reporting MDT measurements to a Network Manager node in
a wireless communication network is explained. The method
100 is implemented by a NE network node 306ork Entity
node. The NE network node 306 obtains a consent indicator
and a predefined MDT privacy matrix for a reporting wireless
terminal (block 102). Based on the privacy matrix, the NE
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network node 306 determines a first set of MDT measure-
ments for which user consent is required (e.g., items in table
1 having a privacy indicator value of “1”), and a second set of
MDT measurements for which user consent is not required
(e.g., items in Table 1 having a privacy indicator value of “0”)
(block 104). Of course, as discussed above, the second set of
measurements may be omitted but determinable by the NE
network node 306 (e.g., by comparing the first set of mea-
surements to a larger previously-known set of measure-
ments).

Ifthe consent indicator indicates that the reporting wireless
terminal authorizes full MDT reporting, the first and second
sets of MDT measurements are included in a MDT reporting
set for the wireless terminal (block 106). If the consent indi-
cator indicates that the reporting wireless terminal prohibits
full MDT reporting, only measurements from the second set
of MDT measurements are included in the MDT reporting set
(block 108).

A corresponding NE network node 200 operative to imple-
ment the method 100 is also disclosed in FIG. 7. The NE
network node 200 includes a processor 202, memory 204, and
an input/output (I/0O) device 206. The processor 202 includes
one or more processor circuits configured to implement the
method 100 and optionally the other methods described
above and illustrated in the drawings. The one or more pro-
cessing circuits may include, for example, one or more micro-
processors, microcontrollers, digital signal processors, or the
like. The memory 204 may be used to store program code to
implement the method 100 (and/or the other methods
described above). The /O device 206 may include a trans-
ceiver for communicating with other nodes (e.g., the NM
node). Method 100 may also be implemented by NE network
node 306.

FIG. 8 illustrates an implementation of the method 100 of
FIG. 6. A consent node 302 (e.g. HLR or HSS) provides a
consent indicator 304 to NE network node 306. A NM net-
work node 308 provides a privacy matrix 310 to the NE
network node 306. Using the consent indicator 304 and pri-
vacy matrix 310 the NE network node 306 determines a
measurement set for the wireless terminal (WT) 312. Based
on communications with a wireless terminal 312 (e.g., a User
Equipment “UE,” smartphone, laptop, etc.), the NE network
node 306 records measurements 314 for the wireless terminal
312 and sends those measurements 314 to the NM network
node 308. Notably, the proposed method 100 and the privacy
matrix can be applied to any MDT measurements, both those
that are measured and reported form the wireless terminal and
also for those that are measured in the network (e.g., inthe NE
network node). Thus, although some measurements may be
received from the wireless terminal, some MDT measure-
ments may not require any wireless terminal involvement.

The embodiments described above advantageously enable
the implementation of any privacy management policy in an
operator’s network with regards to collection of MDT data.
Thereby it becomes possible to consider the type of data that
is collected, the use case for which the data is collected, the
country specific and operator specific data privacy policies.
The solution provides a backward compatible extension (i.e.,
the one bit user consent indicator is preserved and extended
with the privacy matrix).

Configuring the privacy matrix may be optional, meaning
that when no privacy matrix is given, or in case entries for
some measurements are missing from the privacy matrix, a
default interpretation may apply. The default interpretation
may be that when no privacy matrix is given or when entries
for some measurements are missing from the privacy matrix,
the interpretation should be that no user consent applies (i.e.,
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the corresponding measurements can be collected without
user consent). Alternatively, the default interpretation may be
that for cases not specified in the privacy matrix user consent
should apply (i.e., the corresponding measurement can be
collected only when user consent is available).

When such a default interpretation exists then it is enough
to include only those measurements in the privacy matrix that
should not be handled via the default interpretation (e.g., if
the default interpretation is that no user consent is needed,
then it is sufficient to include only those measurements which
require user consent). Thereby it is possible to decrease the
size of the privacy indicator and the amount of configuration
data that needs to be signaled.

According to the embodiments described above, MDT data
collection can be flexibly customized based on different
requirements and laws in different countries.

A further advantage of one or more embodiments is that a
user has to give only one yes/no indication, i.e., he/she does
not have to understand the specific details of the measure-
ments. It is the operator’s responsibility to translate that con-
sent indication to actual measurement collection with the
configuration of the privacy matrix.

Thus, the foregoing description and the accompanying
drawings represent non-limiting examples of the methods
and apparatus taught herein. As such, the present invention is
not limited by the foregoing description and accompanying
drawings. Instead, the present invention is limited only by the
following claims and their legal equivalents.

The privacy matrix as described herein may be extended
with one or more further dimensions/columns specifying on
or more further conditions under which MDT data may be
collected with/without user consent. So, if any new aspects
comeup in the future, upon which the allowance of MDT data
collection would need to be conditioned, this aspect/condi-
tion may be added as a new dimension/column in the privacy
matrix.

Additional information on one or more embodiments of the
present disclosure may be found in the attached appendices
“A” and “B”

The invention claimed is:

1. A method of operating a Network Element (NE) network
node of a communication network, the NE network node
being connected via the communication network to at least
one user device, the method comprising:

receiving a request at the NE network node to carry out a

Minimization of Drive Testing (MDT) measurement for
one of the at least one user device;

determining, at the NE network node, whether carrying out

the MDT measurement or processing or reporting a

result of the MDT measurement requires a user consent,

based on data of an MDT privacy matrix, wherein each

MDT measurement entry of the MDT privacy matrix

comprises the following data units:

information specifying how the MDT measurement is to
be carried out; and

information specifying how the collected data is
intended to be used or processed;

determining, at the NE network node, whether a consent

indicator that is assigned to the user device indicates
allowance to carry out the MDT measurement, or indi-
cates allowance of processing or reporting the result of
the MDT measurement, if the MDT privacy matrix indi-
cates that a user consent is necessary; and

carrying out the MDT measurement at the NE network

node, processing the result of the MDT measurement,
and/or reporting the result of the MDT measurement to
a further network node of the communication network if
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the consent indicator indicates that the MDT measure-
ment can be carried out or that the result of the MDT
measurement can be processed or reported.

2. The method according to claim 1, the method further
comprising:

not carrying out the MDT measurement, or carrying out the

MDT measurement, but not processing or reporting a
result of the MDT measurement to the further network
node, if the consent indicator indicates that the MDT
measurement cannot be carried out or that the result of
the MDT measurement cannot be processed or reported.
3. The method according to claim 1, comprising:
receiving a request at the NE network node to carry out a
plurality of MDT measurements for the user device;

based on the MDT privacy matrix, determining a first set of
MDT measurements for which user consent is required,
and a second set of MDT measurements for which user
consent is not required;
including, if the consent indicator indicates that the user
device user allows to carry out MDT measurements and
to process/report a result of the MDT measurements, the
first set and the second set of MDT measurements into an
MDT reporting set assigned to the user device;

including, if the consent indicator indicates that the user
device user does not allow to carry out MDT measure-
ments or does not allow to process/report the result of the
MDT measurements, only the second set of MDT mea-
surements in the MDT reporting set; and

transmitting the MDT reporting set to the further network

node.

4. The method according to claim 1,

wherein the MDT privacy matrix comprises at least one

pair of an MDT measurement entry that indicates an
MDT measurement to be carried out, and a consent
indicator entry that indicates whether the MDT mea-
surement requires a user consent or not.

5. The method according to claim 1,

wherein the consent indicator assigned to the user device is

transferred from a consent network node storing consent
indicators for the at least one user device to the NE
network node, or is transferred from the user device to
the NE network node.

6. The method according to claim 1,

wherein the user device is a wireless terminal wirelessly

connected to the NE network node.

7. The method according to claim 1,

wherein the communication network comprises at least

one Network Manager (NM) network node and at least
one Domain Manager (DM) network node, wherein the
at least one NM network node is connected to the at least
one DM network node, and the at least one DM network
node is connected to the NE network node.

8. The method according to claim 7, wherein the MDT
privacy matrix is transferred from one of the at least one NM
network nodes to the NE network node.

9. The method according to claim 7,

wherein the result of the MDT measurement is sent from

the NE network node to the NM network node.

10. The method according to claim 7,

wherein the MDT privacy matrix is transferred from one of

the at least one NM network node to the NE network
node via one of the at least one DM network node, and
wherein the result of the MDT measurement is sent from
the NE network node to the NM network node via one of
the at least one DM network node.
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11. The method according to claim 7,

wherein the MDT privacy matrix is provided from the NM
network node to the NE network node via an Itf interface
and during a configuration process of the NE network
node using Configuration Management IRP.

12. The method according to claim 11,

wherein the MDT privacy matrix is provided as a part of

ENBFunction Information Object Class (I0C) informa-
tion, a RncFunction IOC information, a SgsnFunction
10C information, or a MmeFunction IOC information
that is transferred from the NM network node to the NE
network node via the Itf interface, respectively.

13. The method according to claim 7,

wherein the MDT privacy matrix is provided from the NM

network node to the NE network node via an Itf interface
and as a part of the request received at the NE network
node to carry out the MDT measurement using Trace
Integration Reference Points (IRP).

14. A method of operating a Network Manager (NM) net-
work node of a communication network, the network node
being connected via the communication network to a Net-
work Element (NE) network node, the NE network node
being connected to at least one user device, the method com-
prising:

receiving or generating, at the NM network node, a Mini-

mization of Drive Testing (MDT) privacy matrix indi-

cating whether carrying out an MDT measurement or

processing or reporting a result of the MDT measure-

ment for a user device requires a user consent, wherein

each MDT measurement entry of the MDT privacy

matrix comprises the following data units:

information specifying how the MDT measurement is to
be carried out; and

information specifying how the collected data is
intended to be used or processed;

transmitting the MDT privacy matrix to the NE network

node; and

receiving MDT measurement data for the user device col-

lected by the NE network node based on data of the
MDT privacy matrix and based on a consent indicator
assigned to the user device that indicates allowance to
carry out the MDT measurement, and/or indicates
allowance of processing or reporting the result of the
MDT measurement to the NM network node.

15. A method of operating a communication network com-
prising a Network Manager (NM) network node and a Net-
work Element (NE) network node, the NM network node
being connected via the communication network to the NE
network node, and the NE network node being connected to at
least one user device, the method comprising:

receiving or generating, at the NM network node, a Mini-

mization of Drive Testing (MDT) privacy matrix indi-

cating whether carrying out an MDT measurement or

processing or reporting a result of the MDT measure-

ment for one of the at least one user devices requires a

user consent, wherein each MDT measurement entry of

the MDT privacy matrix comprises the following data

units:

information specifying how the MDT measurement is to
be carried out; and

information specifying how the collected data is
intended to be used or processed;

transmitting the MDT privacy matrix to the NE network

node;

receiving a request at the NE network node to carry out an

MDT measurement for one of the at least one user
device;
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determining, at the NE network node, whether carrying out
the MDT measurement or processing or reporting a
result of the MDT measurement requires a user consent,
based on data of the MDT privacy matrix;

determining, at the NE network node, whether a consent

indicator that is assigned to the user device indicates
allowance to carry out the MDT measurement, or indi-
cates allowance of processing or reporting the result of
the MDT measurement, if the MDT privacy matrix indi-
cates that a user consent is necessary; and

carrying out the MDT measurement at the NE network

node, processing the result of the MDT measurement,
and/or reporting the result of the MDT measurement to
the NM network node, if the consent indicator indicates
that the MDT measurement can be carried out or the
result of the MDT measurement can be processed or
reported.

16. The method according to claim 15, the method further
comprising:

not carrying out the MDT measurement, or carrying out the

MDT measurement, but not processing or reporting a
result of the MDT measurement to the NM network
node, if the consent indicator indicates that the MDT
measurement cannot be carried out or that the result of
the MDT measurement cannot be processed or reported.
17. The method according to claim 15, comprising:
receiving a request at the NE network node to carry out a
plurality of MDT measurements for the user device;

based on the MDT privacy matrix, determining a first set of
MDT measurements for which user consent is required,
and a second set of MDT measurements for which user
consent is not required;
including, if the consent indicator indicates that the user
device user allows to carry out MDT measurements and
to process/report a result of the MDT measurements, the
first set and the second set of MDT measurements into an
MDT reporting set assigned to the user device;

including, if the consent indicator indicates that the user
device user does not allow to carry out MDT measure-
ments or does not allow to process/report the result of the
MDT measurements, only the second set of MDT mea-
surements the MDT reporting set; and

transmitting the MDT reporting set to the NM network

node.

18. A non-transitory computer readable storage medium
storing a computer program comprising program code por-
tions that, when executed on a processing circuit of a Network
Element (NE) network node connected via a communication
network to at least one user device, cause the processing
circuit to:

receive a request at the NE network node to carry out a

Minimization of Drive Testing (MDT) measurement for
one of the at least one user device;

determine, at the NE network node, whether carrying out

the MDT measurement or processing or reporting a

result of the MDT measurement requires a user consent,

based on data of an MDT privacy matrix, wherein each

MDT measurement entry of the MDT privacy matrix

comprises the following data units:

information specifying how the MDT measurement is to
be carried out; and

information specifying how the collected data is
intended to be used or processed;

determine, at the NE network node, whether a consent

indicator that is assigned to the user device indicates
allowance to carry out the MDT measurement, or indi-
cates allowance of processing or reporting the result of
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the MDT measurement, if the MDT privacy matrix indi-
cates that a user consent is necessary; and

carry out the MDT measurement at the NE network node,
process the result of the MDT measurement, and/or
report the result of the MDT measurement to a further
network node of the communication network if the con-
sent indicator indicates that the MDT measurement can
be carried out or the result of the MDT measurement can
be processed or reported.

19. A non-transitory computer readable storage medium
storing a computer program comprising program code por-
tions that, when executed on a processing circuit of a Network
Manager (NM) network node connected via a communica-
tion network to a Network Element (NE) network node that is
connected to at least one user device, cause the processing
circuit to:

receive or generate, at the NM network node, a Minimiza-
tion of Drive Testing (MDT) privacy matrix indicating
whether carrying out an MDT measurement or process-
ing or reporting a result of the MDT measurement for a
user device requires a user consent, wherein each MDT
measurement entry of the MDT privacy matrix com-
prises the following data units:
information specifying how the MDT measurement is to

be carried out; and
information specifying how the collected data is
intended to be used or processed;

transmit the MDT privacy matrix to the NE network node;
and

receive MDT measurement data for the user device col-
lected by the NE network node based on data of the
MDT privacy matrix and based on a consent indicator
assigned to the user device that indicates allowance to
carry out the MDT measurement, and/or indicates
allowance of processing or reporting the result of the
MDT measurement to the NM network node.

20. A Network Element (NE) network node of a commu-
nication network, the network node being connectable via the
communication network to at least one user device, the NE
network node comprising:

a receiving unit configured to receive a request at the NE
network node to carry out a Minimization of Drive Test-
ing (MDT) measurement for one of the at least one user
device;

a processing unit connected to the receiving unit and con-
figured to determine whether carrying out the MDT
measurement or processing or reporting a result of the
MDT measurement requires a user consent, based on
data of an MDT privacy matrix, the processing unit
being configured to determine whether a consent indi-
cator that is assigned to the user device indicates allow-
ance to carry out the MDT measurement, or indicates
allowance of processing or reporting the result of the
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MDT measurement if the MDT privacy matrix indicates

that a user consent is necessary, wherein each MDT

measurement entry of the MDT privacy matrix com-

prises the following data units:

information specifying how the MDT measurement is to
be carried out; and

information specifying how the collected data is
intended to be used or processed;

a measurement unit connected to the processing unit and
configured to carry out the MDT measurement, process
the result of the MDT measurement, and/or report the
result of the MDT measurement to a further network
node of the communication network if the consent indi-
cator indicates that the MDT measurement can be car-
ried out or the result of the MDT measurement can be
processed or reported; and

a sending unit configured to send the result of the MDT
measurement to the further network node of the com-
munication network.

21. The NE network node according to claim 20,

the measurement unit being further configured to not carry
out the MDT measurement, or carry out the MDT mea-
surement, but not process or report a result of the MDT
measurement to the further network node, if the consent
indicator indicates that the MDT measurement cannot
be carried out or that the result of the MDT measurement
cannot be processed or reported.

22. A Network Manager (NM) network node of a commu-
nication network, the network node being connectable via the
communication network to a Network Element (NE) network
node, the NM network node comprising:

a transmitting unit configured to transmit a Minimization
of Drive Testing (MDT) privacy matrix generated or
received at the NM network node to the NE network
node, the MDT privacy matrix indicating whether car-
rying out an MDT measurement or processing or report-
ing a result of the MDT measurement for a user device
requires a user consent, wherein each MDT measure-
ment entry of the MDT privacy matrix comprises the
following data units:
information specifying how the MDT measurement is to

be carried out; and
information specifying how the collected data is
intended to be used or processed; and

a receiving unit configured to receive MDT measurement
data for the user device collected by the NE network
node based on data of the MDT privacy matrix and based
on a consent indicator assigned to the user device that
indicates allowance to carry out the MDT measurement,
and/or indicates allowance of processing or reporting
the result of the MDT measurement to the NM network
node.
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